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[AB Europe Transparency & Consent Framework
o

IAB Europe's TCF

e introduces new actors called CMPs
that collect user's consent for websites

* used in 6.5% of top 22k EU websites!!! include

advertiser’s

*v 1.1 (April 2018), v 2.0 (adopted content
August 2020)
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[1] Do Cookie Banners Respect my Choice?: Measuring Legal Compliance of Banners from IAB Europe's Transparency and Consent Framework. C. Matte, N.
Bielova, C. Santos, IEEE S&P 2020



“* IAB Europe Transparency & Consent Framework (2)

OneTrust Privacy Settings

PRIVACY, SECURITY & THIRD-PARTY RISK

Your Privacy

Strictly Necessary
Cookies

Social Media

Ad selection, delivery and
reporting

Powered by OneTrust

Content selection, delivery and reporting @

. . i ously collected
information, to select and deliver content for you, and to measure the delivery
and effectiveness of such content. This includes using previously collected
information about your interests to select content, processing data about
what content was shown, how often or how long it was shown, when and
where it was shown, and whether the you teok any action related to the
content, including for example clicking on content. This does not include
personalisation, which is the collection and processing of information about
your use of this service to subsequently personalise content and/or
advertising for you in other contexts, such as websites or apps, over time.

Save Preferences Accept all

* Purposes: 5 in version 1, 12 in version 2
* Are purposes specific and explicit?
* What is their legal basis?

* How do advertisers use them: under
consent or legitimate interest?



How to define purposes?

@ Principle of Purpose Specification (art. 5(1)(b) GDPR, WP203)

o precisely and clearly defined

Specific

@ unambiguous; doubtless in their meaning or intent; not hidden

Explicit

% conform to a legal basis, e.g. consent for using cookies and similar technologies

Legitimate



Are purposes speoifico and explicit"?

"Your data can be used to
improve existing systems
and software, and to
develop new products.”

Purpose 10 (v2) “Develop and improve products”

* Not specific, vague, not detailed enough to determine type of processing
* Not possible to derive legal basis
* Facilitates non-specific, hypothetical processing of personal data

"The collection of information, and combination

. . . with previously collected information, to select
<1 4)) Purpose 3 (v1) “Ad selection, delivery, reporting” ..d ceiiver advertisements for you, and to
measure the delivery and effectiveness of such

advertisements."

* Not explicit
* Multipurpose = advertising + profiling

» Description refers to profiling (user’s interests and his reactions towards ads and the
combination of the user’s)
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“Which is their
legal basis?

"A profile can be built about

you and your interests to show

(a) Purposes (TCF v1.1)
Purpose name Allowable JRequires

Purpose

Lawful Consent
number

Bases
1 Information storage and access -
2 Personalisation -
3 Ad selection, delivery, reporting -
4 Content selection, delivery, reporting -
5 Measurement

you personalised ads that are
relevant to you"

[y

Store and/or access information on a de-
vice

Consent

\ ;

Select basic ads

Consent, LI

Create

Consent, LI

Select personalised ads

Consent, LI

v 5 Create a personalised content profile Consent, LI )
6 Select personalised content Consent, LI )
i ; : 7 Measure ad performance Consent, LI
EXp]lClt Consent IST1E qUIrEd 8 Measure content performance Consent, LI
- 9 Apply market research to generate audi-|Consent, LI
when targeted ads, based on profiling, i it
have “Significant eﬂ-'ects“ On users 10 Develop and improve products Consent, LI
(Al‘tiClE 22 (1) and (2) ¢) GDPR) (c) Special purposes (TCF v2.0)
1 Ensure security, prevent fraud, and debug |LI
2 Technically deliver ads or content LI
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NMumber of defined purposes

Use of purposes by advertisers

B consent

0 100

1 mm legitimate interest

200

300
Vendor

400 500 600
TCF v1.1, January 2020

* 46% advertisers (267) operate on
legitimate interests for at least
one purpose

* 19% (111) operate on legitimate
interests for all purposes %
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Update: TCF version 2.0, *October 2020*!

* "Flexible" purposes: legal basis decision delegated to the publisher
* 46% of advertisers use this mechanism

12 1 mmm legitimate interest | flexible
BN consent

Number of defined purposes

) 0 100 200 300 400 500 600 (') ;'g ;1 Eli é. ‘]_IU 1I2
Vendor Number of defined purposes



“ Purposes and features declared by advertisers

Store and/or access
information on a device

Information
storage Select basic ads
and access

Create a personalised ads profile
Personalisation :
F Select personalised ads
v Ad selection. 9 Create a personalised content profile
g delivery, r 24
é reporting é Select personalised content
Content selection, Measure ad performance
delivery, r
reportin
B . Measure content performance
B Consent A
pply market research to
Measurement - Lcgitimate generate audience insights N Congent
Interests — Legitimate
. : : Develop and improve products Interests
0 100 200 300 400 500 Flexible

Number of vendors

0 100 200 300 400 500

(a) TCF v1.1 (version 183, January 2020) Number of vendors
(b) TCF v2.0 (version 58, October 2020)

* More advertisers rely on consent for purpose 1 than for other purposes

e 22% (129) advertisers rely on legitimate interests for purpose 1 and 35% (199) for
purpose 5... even though we saw earlier that they require consent!



Main takeaways

O\ Key results

e v1.1: 2 purposes are not explicit and 3 are not specific
* v2.0: 4 purposes are not specific

* majority of purposes require consent, e.g. "measurement"
* 199 — out of 575 advertisers (35%) — declare it anyway with legitimate interest

(SQ? Call for action

 EDPB, DPAs should pre-define and standardize purposes and relate those to their
legal basis — to minimize legal uncertainty CN"_

* Enforcement procedures, as the French (2018) and Belgian DPAs (2020) =i
| D)

Read more information in the paper! ("features" and "special purposes”...)
https://hal.inria.fr/hal-02566891/document




Thank you!

N )
b celestin.matte@cmatte.me

u @CelestinMatte

< cristianasantos@protonmail.com

D @Cristianapt

N
" nataliia.bielova@inria.fr

u @NataliiaBielova



