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Introduction - Physical tracking

1

Physical tracking

Getting the knowledge of a device’s presence and mobility over time

How: Monitoring Wi-Fi frames emitted by Wi-Fi-enabled devices, e.g.
smartphones

Retailers for analytics, intelligence services or nasty neighbours for
spying, employers for monitoring...

Privacy issue: no consent nor awareness to get sensitive information

Why now? Spread of ubiquitous computing
1Source: http://www.libelium.com/products/meshlium/smartphone-detection/
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Introduction - Tracking - Example: Lyon’s ring road

Bluetooth and Wi-Fi-based installation on Lyon’s ring road23

Goal: real-time travel time estimation

Problem: lack of information and consent

2Atec ITS France, ed. Evaluations simultanées de différentes technologies innovantes de
recueil de données trafic pour le calcul de temps de parcours en temps réel. 2015.

3Guillaume Grolleau. La captation Bluetooth au service des aménagements urbains. Ed. by
Atec ITS France. 2015.
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Introduction - Tracking - Other examples
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Introduction - Tracking - Opposition
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Introduction - Wi-Fi

IEEE 802.11 Wi-Fi: set of protocols

Short-range wireless networks

PDU: On this layer, messages are called frames

FHSS DSSS OFDM etc.

Logical Link 
Control (LLC)

Media Access 
Control (MAC)

Data-link 
layer

Physical 
layer

Upper 
layers
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Introduction - Wi-Fi service discovery 1/2

Wi-Fi infrastructure mode is asymmetric: Access Point (AP, “server”) and
stations (“clients”)

Access Point

Stations
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Introduction - Wi-Fi service discovery 2/2

Stations discover APs by sending probe request frames

Sent in groups called bursts (< 100 ms)

These frames are sent several times per minute4

Even unassociated devices emit these frames

MAC address

MAC layer’s globally unique identifier

a 6-byte serial number. Ex: ef:4b:48:ab:42:37

4Julien Freudiger. “How Talkative is Your Mobile Device? An Experimental Study of Wi-Fi
Probe Requests”. In: ACM WiSec. 2015.
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Introduction - Device tracking

a0:bf:ff:e8:82:43 a0:bf:ff:e8:82:43
Later...

Wi-Fi tracker

passer-by
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Random MAC addresses - Introduction

MAC address randomization

The idea: frequently changing the MAC address identifier to a different
randomly generated address5

a0:bf:ff:e8:82:43 a0:bf:ff:e8:82:43
Later...

Wi-Fi tracker

passer-by

5Marco Gruteser and Dirk Grunwald. “Enhancing Location Privacy in Wireless LAN Through
Disposable Interface Identifiers: A Quantitative Analysis”. In: Mobile Networks and
Applications 10.3 (2005)

Célestin Matte Wi-Fi Tracking: Fingerprinting attacks... Insa Lyon, December 7th 2017 12 / 45



Random MAC addresses - Introduction

MAC address randomization

The idea: frequently changing the MAC address identifier to a different
randomly generated address5

a0:bf:ff:e8:82:43 52:48:e4:da:dd:c1
Later...

5Marco Gruteser and Dirk Grunwald. “Enhancing Location Privacy in Wireless LAN Through
Disposable Interface Identifiers: A Quantitative Analysis”. In: Mobile Networks and
Applications 10.3 (2005)

Célestin Matte Wi-Fi Tracking: Fingerprinting attacks... Insa Lyon, December 7th 2017 12 / 45



Random MAC addresses - Implementations

First core implementations: 2014

Various implementations:
iOS since iOS 8
Windows since Windows 10
Android since Android 6.0
Linux since kernel 3.18

No standard specifying random MAC addresses

Examples of differences:
Random addresses used only during service discovery or not
Full address changed, or only the last 3 bytes?
Frequency of change
etc.

Requires support from various components: firmware, driver, software

Tests on various devices revealed many shortcomings in current
implementations6

6Julien Freudiger. “How Talkative is Your Mobile Device? An Experimental Study of Wi-Fi
Probe Requests”. In: ACM WiSec. 2015.
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Random MAC addresses - Case study - Nexus 6P

End of 2015, manufactured by Huawei and developed by Google

Android 6.0, Broadcom chipset for Wi-Fi

Monitored multiple channels, according to several use cases

Positive points Negative points

• Random MAC address • Biased PRNG: reused addresses

• Changed on every burst • Contiguous sequence numbers

• Android “random” OUI • Actual MAC address leaked under certain

conditions

• Regular timing patterns

• Plenty of Information Elements
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Random MAC addresses - Case studies summary

6 recent devices tested

Many flaws identified

All devices are affected by at least 2 of these flaws
Some flaws affects all devices

Nexus 6P Nexus 5X OnePlus 3 iPad 2 iPhone 6 iPhone 7

Random MAC address 3 3 3 3 7 3

Information elements 7 7 7 7 7 7

Random sequence numbers 7 7 7 (3) (3) (3)

No SSID in random probes 7 7 7 7 7

Global address not leaked 7 7 3 7 7

Address changed each burst 3 3 3 7 7

No reused addresses 7 7 7

Random OUI (3) (3) (3) 3 3

No regular timing pattern 7 7 7 7 7
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Random MAC addresses - Example of failure

a0:bf:ff:e8:82:43 52:48:e4:da:dd:c1
Later...

MAC address randomization fails if other identifiers exist

This thesis focused on this kind of issues
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IE - Fingerprinting using Information Elements

Information Elements (IE, tagged parameters, tags)

Fields of all management frames (including probe requests)

Indicate the support of capabilities
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IE - Introduction
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IE - Introduction

a0:bf:ff:e8:82:43 52:48:e4:da:dd:c1
Later...

IE: HT capabilities: 0x0020
IE: supported rates: 1, 2, 5.5, 11
IE: A-MPDU parameters: 0x1a

IE: HT capabilities: 0x0020
IE: supported rates: 1, 2, 5.5, 11
IE: A-MPDU parameters: 0x1a
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IE - Introduction - Identifiers/fingerprinting (historics)

IEs have a high diversity in term of values

Idea: Exploit this diversity to fingerprint devices

Fingerprint

A set of information used to identify or classify a target

Old technique. Ex: radio-frequency fingerprinting during WWII

Wi-Fi-based fingerprinting examples:

Franklin et al., 20067: timing of probe requests
Pang et al., 20078: implicit identifiers
Neumann et al., 20129: many features: transmission time, timing...

7Jason Franklin et al. “Passive Data Link Layer 802.11 Wireless Device Driver
Fingerprinting.”. In: USENIX Security. 2006.

8Jeffrey Pang et al. “802.11 user fingerprinting”. In: MobiCom. 2007.
9Christoph Neumann, Olivier Heen, and Stéphane Onno. “An empirical study of passive

802.11 device fingerprinting”. In: ICDCSW. IEEE. 2012.
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IE - Introduction - Inspiration

Panopticlick: browser fingerprinting: https://panopticlick.eff.org/
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IE - Methodology

Empirical evaluation using datasets:
Dataset Lab Train station Sapienza

#MAC addr. 500 10 000 160 000
#Probe Req. 120 000 110 000 8 million
Time frame Oct ’15 Oct/Nov ’15 Feb/May ’13

Location Lab Train Station Rome

Considered metrics
Fraction of affected devices
Stability over time
Entropy: amount of identifying information

Hi = −
∑
j∈Ei

fi,j ∗ log2 fi,j

where fi,j is the frequency of the value j for the element i in the
dataset

n bits of entropy means one can identify 1 device among 2n on average

Compute entropy of:
individual IEs
global fingerprint (using most popular IEs)
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IE - Fingerprinting using Information Elements: Results

Element
Entropy (bits) Stability Affected devices

Lab Station Sapienza Lab Station Sapienza Lab Station Sapienza

HT capabilities info 3.94 4.74 3.35 96.0% 95.9% 99.6% 90.9% 90.0% 81.1%
Ordered list of tags numbers 4.23 5.24 4.10 93.6% 94.2% 91.2% 100% 100% 100%
Extended capabilities 2.59 2.57 0.064 98.5% 99.4% 99.9% 55.4% 51.3% 0.6%
HT A-MPDU parameters 2.59 2.67 2.54 97.8% 99.1% 99.7% 90.9% 90.0% 81.1%
HT MCS set bitmask 1.49 1.43 1.16 97.6% 99.0% 99.9% 90.9% 90.0% 81.1%
Supported rates 1.18 2.10 1.36 98.2% 95.9% 99.8% 100% 99.9% 100%
Interworking - access net. type 1.08 1.11 0.006 99.6% 99.6% 100.0% 47.5% 46.1% 0.04%
Extended supported rates 1.00 1.77 0.886 98.0% 96.3% 99.4% 99.1% 72.6% 99.7%
WPS UUID 0.878 0.788 0.658 98.2% 99.2% 99.6% 8.4% 5.5% 3.6%
HT extended capabilities 0.654 0.623 0.779 97.8% 98.9% 99.9% 90.9% 90.0% 81.1%
HT TxBeam Forming Cap. 0.598 0.587 0.712 97.8% 98.9% 99.9% 90.9% 90.0% 81.1%
HT Antenna Selection Cap. 0.579 0.576 0.711 98.0% 98.9% 99.9% 90.9% 90.0% 81.1%
Overall 5.48 7.03 5.65 92.5% 90.7% 88.8% - - -

Individual Information Element

Can provide up to 5.24 bits of entropy
Stable for more than 95% of the devices (no change over time)
Some IE are found in almost all devices (Supported rates)
Ex. HT capabilities info (Train station dataset) : 4.74 bits of
entropy, stable for 95.9% devices, 90% of devices affected

Global fingerprint (most common IEs)
Entropy : 7.03 bits (Train station dataset)
Enough to uniquely identify 1 device among 128 (on average)
Can be used to locally track an individual
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Can be used to locally track an individual
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IE - Fingerprinting using Information Elements: Results

Element
Entropy (bits) Stability Affected devices

Lab Station Sapienza Lab Station Sapienza Lab Station Sapienza
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IE - Anonymity sets
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Anonymity sets: devices sharing the same IE fingerprint
Sapienza dataset:

6000 devices have a unique fingerprint
120 devices share a fingerprint with another device
38 000 devices share a common fingerprint
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IE - Wi-Fi Protected Setup (WPS)

Information element dedicated to WPS

Includes a UUID field

Universally Unique Identifier UUID

A unique identifier by definition

Generally derived from the MAC address10

Could be reversed to reveal the original MAC

Re-identification attack on the datasets

UUID derived from the real Wi-Fi MAC address in
95% of the cases, in a way that can be reversed

Input: MAC : MAC address of an interface
Returns: 16-byte WPS UUID

salt ← 0x526480f8c99b4be5a65558ed5f5d6084
UUID ← SHA-1(MAC , salt)
UUID[6]← (5� 4) | (UUID[6] & 0x0f)
UUID[8]← 0x80 | (UUID[8] & 0x3f)

return UUID[:16]

10P. Leach, M. Mealling, and R. Salz. A Universally Unique IDentifier (UUID) URN
Namespace. RFC 4122. Internet Engineering Task Force, July 2005.
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IE - Recommendations

Problem: Information Elements can be leveraged to defeat MAC
address randomization

They are not needed in probe requests before association

Our recommendation: Remove them or restrict to a bare minimum

Solution adopted in Android Oreo based on our work11:

11Giles Hogben. Changes to Device Identifiers in Android O. https://android-

developers.googleblog.com/2017/04/changes-to-device-identifiers-in.html. 2017.
Célestin Matte Wi-Fi Tracking: Fingerprinting attacks... Insa Lyon, December 7th 2017 26 / 45

https://android-developers.googleblog.com/2017/04/changes-to-device-identifiers-in.html
https://android-developers.googleblog.com/2017/04/changes-to-device-identifiers-in.html


1 Introduction

2 Random MAC address

3 Devices fingerprinting using probe requests content

4 Devices fingerprinting using probe requests timing

5 Implementation: the Wombat tracking system

6 Conclusion
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Timing - Introduction

a0:bf:ff:e8:82:43 52:48:e4:da:dd:c1
Later...

Idea: defeat randomization’s purpose using timing of probe requests

A given random address is used for a whole burst of probe requests

More advanced than state of the art because we have a single burst
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Timing - Methodology 1/2

Hypothesis (H0): “Given two bursts12 A and B, A and B come from
the same device”

TP = “Classifier estimates correctly that A and B come from the same
device” → TPR = rate of TP
TN = “Classifier estimates correctly that A and B come from different
devices”
Overall Success Rate: OSR = TPR+TNR

2

Datasets of different sizes (from 5 minutes to 10 days)

12Burst = group of frames emitted within less than 100ms
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Timing - Methodology 2/2

Features

Inter-frame arrival time, burst length, number of frames
Create signatures of groups of frames

Metrics

Euclidian distance: DE =

√
i=1∑
n
(vi − wi)2

Cosine distance: Dc =

√
i=1∑
n

viwi√√√√i=1∑
n

v2
i

√
i=1∑
n

w2
i

Classifiers: Give signatures to different classifiers

Unsupervised: DBSCAN, k-means, Mean shift
Supervised: random forests
Custom: incremental algorithm: considers frames as a stream
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Timing - Results

Dataset DBSCAN k-means Mean shift Rand Forest Inc. alg. Rand Forest

TPR/TNR Cross-check

Lab 0.78/0.64 0.11/1.00 0.88/0.12 0.40/0.76 0.46/0.94 0.42/0.75

Lab cut 0.43/0.94 0.18/0.97 0.87/0.08 0.65/0.60 0.30/0.96 0.62/0.45

Lab cut2 0.42/0.96 0.29/0.93 0.88/0.18 0.88/0.29 0.26/0.95 0.89/0.33

Belgium 0.32/0.75 0.45/0.96 0.31/0.77

Belgium cut 0.29/0.88 0.10/0.98 0.82/0.18 0.49/0.68 0.30/0.92 0.58/0.59

Belgium cut2 0.36/0.93 0.14/0.97 0.88/0.15 0.80/0.27 0.35/0.93 0.98/0.06

Avg. OSR 0.66 0.57 0.50 0.57 0.65 0.56

Up to 66% OSR

Low FPR in some cases

Slight difference between distances

Shows that timing must be considered as well as a tool to defeat
randomization

Also interesting: DBSCAN can estimate number of devices for small
datasets

Recommendation: break timing patterns (random noise?)
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Wombat - Introduction

We needed our own Wi-Fi tracking system to:

– understand how these systems work
– test new privacy-enhancing features
– make demonstrations

We built the Wombat Wi-Fi Tracking system
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Wombat - Architecture and front-end

Node

Server

Display

opt-out AP

21 43

Wi-Fi sniffer
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Wombat - Installations

Installed at:

Cité des Sciences et de l’Industrie (Paris), Terra Data exhibition,
2017-04 - 2018-03

Laboratoire d’Innovation Numérique de la CNIL (LINC)

Exhibition room @CITI lab

Used for Arte’s TV show X:enius (2017-01)
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Wombat - Privacy-enhancing feature: Opt-out mechanism
1/2: Current implementations

Opt-out: exiting the system

Legislation imposes the possibility to opt out (FTC, CNIL)

Current mechanisms are hardly useable by common users
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Wombat - Privacy-enhancing feature: Opt-out mechanism
2/2: Our proposition

Our proposition: Wi-Fi-based mechanism

Using a non-functional AP using a recognizable network name (e.g.
“Pas de suivi wi-fi. Do not track”)

Advantages:
No software or hardware
modification
Simple to use
Device will remember the
association → user action needed
only once
No memory of blacklisted devices
Global if standardized
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Conclusion: Discussion

Wi-Fi tracking: real-world problem, more than a technical issue

Necessity to work both on the technical aspect and with different
actors:

regulation entities (e.g. CNIL)
standardization bodies (e.g. IEEE)

Necessity to inform the general public
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Conclusion - Impact

Industry:

Qualcomm, Broadcom: chipset bugs reported and acknowledged
Google: Changes in Android O to improve randomization in response
to our work13

IEEE: Issues discussed in a plenary session of the 802 Privacy Study
Group

Popularization:
General public: Wombat installations:

Cité des Sciences et de l’Industrie: one-year-long installation
CNIL: permanent installation (being prepared)

TV:

Wombat deployed for a show on Arte

General press:

2 articles published in general-public technical journals
Tech report about difficulty of disabling Wi-Fi in Android heavily
relayed in the press (01.net, UFC-Que Choisir, Hacker News, etc.)

13Giles Hogben. Changes to Device Identifiers in Android O. https://android-

developers.googleblog.com/2017/04/changes-to-device-identifiers-in.html. 2017.
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Conclusion: publications

Peer-reviewed conferences

Célestin Matte, Mathieu Cunche, Franck Rousseau, et al. “Defeating MAC Address
Randomization Through Timing Attacks”. In: ACM WiSec. 2016
Célestin Matte and Mathieu Cunche. “DEMO: Panoptiphone: How Unique is Your
Wi-Fi Device?”. In: ACM WiSec. 2016
Mathy Vanhoef et al. “Why MAC Address Randomization is not Enough: An
Analysis of Wi-Fi Network Discovery Mechanisms”. In: AsiaCCS. 2016
Célestin Matte, Jagdish Prasad Achara, and Mathieu Cunche. “Device-to-identity
linking attack using targeted Wi-Fi geolocation spoofing”. In: ACM WiSec. 2015

Technical report

Célestin Matte, Mathieu Cunche, and Vincent Toubiana. Does disabling Wi-Fi
prevent my Android phone from sending Wi-Fi frames?. Research Report RR-9089.
Inria Rhône-Alpes; INSA Lyon, Aug. 2017

Articles in general-public technical journals

Célestin Matte and Mathieu Cunche. “Traçage Wi-Fi : applications et
contre-mesures”. In: GNU/Linux Magazine France. Surveillance: Tester les
techniques pour mieux se défendre ! HS 84 (May 2016)
Célestin Matte. “Fingerprinting de smartphones : votre téléphone est-il traçable ?”.
In: MISC - Multi-Systems & Internet Security Cookbook 81 (Sept. 2015)
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Conclusion: Guidelines

Guidelines for MAC address randomization (simplified)14:
1 MAC address changed in every burst of probe requests.

2 Probe requests devoid of unnecessary Information Elements.

3 In particular, SSIDs must always be null.

4 Sequence numbers must be randomized or fix.

5 Function generating the random addresses of cryptographic level.

6 Actual address never used for service discovery.

7 Randomize all bytes of the MAC address, while still following MAC
address standards.

8 Break timing patterns, e.g., using random delays.

14Relayed to the IEEE 802 Privacy Study Group
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Conclusion: Summary

MAC address randomization introduced as a countermeasure to Wi-Fi
tracking

No specifications

Not sufficient because:
Content of probe requests frames can be used to form a fingerprint

Probe requests contain a lot of Information Elements
They bring over 7 bits of entropy

Timing of probe requests can be used as well

Create signatures of single bursts of probe requests
Classify frames with up to 66% accuracy

Current implementations (in 2016) possess many shortcomings

→ Many ways to defeat MAC address randomization exist
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Conclusion: Future works

Studying possible countermeasures to timing issue (e.g., random
noise)

Building evaluation procedure for implementations of MAC address
randomization

Defining a standard for data control (i.e. opt out procedure) for
physical tracking systems
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The end

Thanks for your attention!
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Backup slide: MAC address format

1 byte 1 byte 1 byte 1 byte 1 byte 1 byte

b7 b6 b5 b4 b3 b2 b1 b0

0: Globally Unique
1: Locally Administered (LA bit)

Organisationally Unique Identifier (OUI) Network Interface Controller (NIC)

Figure: MAC address format.
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Backup slide: Bursts

IFAT< 100 ms

Burst

Frame

Time

Figure: Transmission sequence of probe request frames with Inter-Frame Arrival
Time (IFAT) within a burst, i.e. a group of frames sent by a device within a time
window smaller than 100 ms.
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Backup slide: MAC address format

Figure: Probe request frame format.
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Backup slide: Entropy

Entropy: Entropy is a measure to quantify the amount of information
brought by an element (taking discrete values15) in a dataset. The entropy
of an element i is computed as follows:

Hi = −
∑
j∈Ei

fi,j ∗ log2 fi,j (1)

15When the element is a continuous variable, variance is used instead.
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Backup slide: Used datasets

Name Time Place Situation MAC addr. probe requests Source

Sapienza 2013.02 - 2013.05 Rome mix 160 000 8 000 000 16

Middleware2014 2014.12 Bordeaux hotspot 900 140 000 personal
Lab 2015.10 Lyon local AP 1 300 120 000 personal
Train station 2015.10 - 2015.11 Lyon street 9 700 110 000 personal

Glimps2015 2015.12 Belgium local AP 83 000 120 000 17

Belgium 2016.01 - 2016.02 Belgium hotspot 3 700 200 000 same

Martin 2015.01 - 2016.12 Maryland street 2 600 000 66 000 000 18

Madeira 2015.12 - 2017.06 Madeira hotspot 13 000 000 300 000 000 not public

Figure: Used datasets

16Marco V. Barbera et al. CRAWDAD dataset sapienza/probe-requests (v. 2013-09-10).
Downloaded from http://crawdad.org/sapienza/probe-requests/20130910. Sept. 2013.

17Pieter Robyns et al. “Noncooperative 802.11 MAC Layer Fingerprinting and Tracking of
Mobile Devices”. In: Security and Communication Networks (2017).

18Jeremy Martin et al. “A Study of MAC Address Randomization in Mobile Devices and
When it Fails”. In: arXiv preprint (2017).
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Backup slide: Vendors in datasets
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Figure: Fraction of non-random MAC addresses belonging to most-spread
manufacturers. Represented manufacturers are those for which at least one
dataset had 3% of its MAC addresses belonging to it.
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Backup slide: Entropy table

Element
Entropy (bits) Stability Affected devices

Lab Station Sapienza Lab Station Sapienza Lab Station Sapienza

HT capabilities info 3.94 4.74 3.35 96.0% 95.9% 99.6% 90.9% 90.0% 81.1%
Ordered list of tags numbers 4.23 5.24 4.10 93.6% 94.2% 91.2% 100% 100% 100%
Extended capabilities 2.59 2.57 0.064 98.5% 99.4% 99.9% 55.4% 51.3% 0.6%
HT A-MPDU parameters 2.59 2.67 2.54 97.8% 99.1% 99.7% 90.9% 90.0% 81.1%
HT MCS set bitmask 1.49 1.43 1.16 97.6% 99.0% 99.9% 90.9% 90.0% 81.1%
Supported rates 1.18 2.10 1.36 98.2% 95.9% 99.8% 100% 99.9% 100%
Interworking - access net. type 1.08 1.11 0.006 99.6% 99.6% 100.0% 47.5% 46.1% 0.04%
Extended supported rates 1.00 1.77 0.886 98.0% 96.3% 99.4% 99.1% 72.6% 99.7%
WPS UUID 0.878 0.788 0.658 98.2% 99.2% 99.6% 8.4% 5.5% 3.6%
HT extended capabilities 0.654 0.623 0.779 97.8% 98.9% 99.9% 90.9% 90.0% 81.1%
HT TxBeam Forming Cap. 0.598 0.587 0.712 97.8% 98.9% 99.9% 90.9% 90.0% 81.1%
HT Antenna Selection Cap. 0.579 0.576 0.711 98.0% 98.9% 99.9% 90.9% 90.0% 81.1%

Overall 5.48 7.03 5.65 92.5% 90.7% 88.8% - - -
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Backup slide: Number of clusters

Dataset DBSCAN Mean shift Inc. Algo

Lab 73% 97% 4953%

Lab cut 11% 87% 1275%

Lab cut2 0% 83% 270%

Belgium 97% 8339%

Belgium cut 38% 90% 2628%

Belgium cut2 35% 79% 674%

Figure: Relative error of the estimated number of clusters.
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Backup slide: Panoptiphone
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Backup slide: Panoptiphone screenshot
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Backup slide: Patterns in sequence numbers and timing
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Figure: Sequence numbers wrt. time in part of the Lab dataset.

Célestin Matte Wi-Fi Tracking: Fingerprinting attacks... Insa Lyon, December 7th 2017 45 / 45



Backup slide: LA bit

Dataset
Results

Per MAC addr. Per probe requests
Time Name MAC addr. Probe req. LA bit % Unalloc. LA bit % Unalloc.
13.02-13.05 Sapienza 160 000 8 000 000 0.2% 33% 0.2% 13.5%
14.12 Middleware2014 900 140 000 47% 99.8% 1.5% 99.8%
15.10 Lab 1 300 120 000 14% 100% 1.7% 100%
15.10-15.11 Train station 9 700 110 000 23% 97.2% 10.0% 89.1%
15.12 Glimps2015 83 000 120 000 66.2% 99.0% 57.7% 98.9%
16.01-16.02 Belgium 3 700 200 000 48.8% 99.3% 2.8% 99.3%
15.01-16.12 Martin 2 600 000 66 000 000 53.8% 95.5%
15.12-17.06 Madeira 13 000 000 300 000 000 99.8% 99.4%

Table: Fraction of MAC addresses having a Locally Administered bit set to 1 over
the total number of MAC addresses, in different datasets. “LA bit %” columns
indicate the fraction of MAC addresses having their LA bit set to 1. The
“Unalloc.” column indicates fraction of these random addresses also using an
unallocated OUI. Results are displayed by MAC addresses counts, and by probe
requests count.
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Backup slide: Studied devices

Name OS on release Release Developer Manufacturer Chipset
Nexus 6P Android 6.0 2015-09 Google Huawei BCM4358 (Broadcom)
Nexus 5X Android 6.0 2015-09 Google LG Electronics QCA6174 (Qualcomm)
OnePlus 3 OxygenOS 2016-06 OnePlus OnePlus QCA6174 (Qualcomm)
iPad 2 iOS 4.3 2011-03 Apple Apple BCM43291HKUBC (Broadcom)
iPhone 6 iOS 8 2014-09 Apple Apple 339S0228 (Murata)
iPhone 7 iOS 10.0 2016-09 Apple Apple 339S00199 (Murata)

Table: Characteristics of the studied devices
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Backup slide: Nexus 6P captures

Case Name Description Duration
untouched The phone is turned off, unassociated and not manipulated. 23h
associated The phone is associated to an access point but not manipulated nor moved 13h30
manipulated The phone is manipulated every 5-10 minutes, associated to an AP but not

moved (except when manipulated). Each time the phone is manipulated,
it is turned on, unlocked, and a random app is opened.

4h

moving The phone is not associated to an AP. It is placed in a person’s pocket
and not manipulated while the person moves in a small room.

1h40

Table: Description of the different captures of the Nexus 6P.
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Backup slide: Filtering approaches for captures

Approach Devices Theoretical limitations
Add specific network to PNL, keep
MAC addresses using this SSID at
least once

Nexus 6P,
Nexus 5X
(random
uses)

May miss bursts sent using global addresses
only, and may increase number of sent probe
requests

Keep only probe requests having
Google’s random OUI DA:A1:19 or
target’s global address

OnePlus 3 May include probe requests from other recent
Android devices

Faraday cage iPad 2,
iPhone 6

None (requires access to a Faraday cage)

Keep only random addresses, exclud-
ing OUIs registered by company not
manufacturing the target’s model

iPhone 7 May include probe requests from other recent
devices of the same manufacturer, or even
from different vendors

No filtering Nexus 5X
(untouched)

May include probe requests from other devices

Building a meta-identifier out of In-
formation Elements

None Collisions may occur, thus mistaking other de-
vices’ probe requests for target’s ones

Using sequence numbers None Difficulty to build a reliable protocol: many se-
quence numbers are missed, and different de-
vices’ sequences may be mixed

Table: Filtering approaches

Célestin Matte Wi-Fi Tracking: Fingerprinting attacks... Insa Lyon, December 7th 2017 45 / 45



Backup slide: Address reuse 1
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Figure: CDF of the fraction of MAC addresses that are used more than n times.
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Backup slide: Address reuse 2
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Figure: Evolution of the number of both addresses and reused addresses among
time in Nexus 6P’s untouched case.
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Backup slide: Anonymity sets

0 5000 10000 15000 20000 25000 30000 35000 40000

Anonymity set size

101

102

103

104

N
u
m

b
e
r 

o
f 

d
e
v
ic

e
s

Figure: Number of devices that share the same IE fingerprint with a group (i.e.,
anonymity set) of various sizes in the Sapienza dataset.
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Backup slide: Timing: Incremental algorithm
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